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EXECUTIVE SUMMARY

ethosIQ, an industry leader in disparate data collection, data mining 
and analytics, brings you an informative white paper on the challeng-
es and opportunities of growth within the software license industry 
regarding compliance. 

A software license is a legally-binding agreement that grants an entity 
rights to use a software program within specific terms and conditions. 
There are two categories for software licenses under copyright law, 
Proprietary Software and Free and Open-Source Software (FOSS). 
Proprietary Software, or Closed Source Software, leases software to 
end-users but intellectual property rights lie with software owners. In 
proprietary software the source code is hidden and inaccessible, unlike 
FOSS. FOSS grants users access to the software program and source 
code for modification. 

In today’s world, software has become a necessity in business opera-
tions; it is the heart of technology. As computer software dependency 
rises, so does the impending need to monitor the corresponding 
license agreements to ensure compliance. Merriam-Webster dictionary 
defines compliance as the act or process of complying to a desire, 
demand, proposal or regimen or to coercion. 

Non-compliance happens for a multiple of reasons in a virtual license 
environment; license overuse, complex software license agreements, 
account sharing, etc., all of which will be discussed further in this 
documentation. Failing to be compliant results in unexpected fees, 
timely audits, reputational risks and security breach dangers. 

The purpose of this white paper is here to inform and educate busi-
ness owners of the challenges and risks associated with software 
license compliance and how to create and maintain a proactive 
license strategy. 



INDUSTRY INSIGHTS

A report from Orbis projects that global enterprise software 
market sales will exceed $500 billion by 2022.

A BDNA Report showed 61% of organizations faced vendor 
audits and of that 61%, 17% faced more than 3 audits in 
the same 18-month period. 



SOFTWARE LICENSE CHALLENGES

License overuse can happen frequently in an organization. Often concur-
rent use of software licenses and assets are not monitored or measured 
properly, leading to unexpected costly fees towards the end of the year or 
contract period. Sharing of user accounts, using application on more 
devises than allotted, installations on virtual machines (VMs) or installa-
tions on CPUs (Core Processing Unit) that are not in the license agreement, 
and more, all lead to license overuse. 

LICENSE OVERUSE

As we move towards a cloud-based or virtual environment, software license 
contracts terms and conditions get more complicated and ambiguous. 
Software vendors often sell per-CPU core, but what happens once you 
install in a virtual environment, can it move? Are you billed by the number 
of cores that the software could run on, or the cores that are running it? 
Software license agreements often require extreme detailed attention 
because of their complex nature. 

COMPLEXITY OF SOFTWARE LICENSE CONTRACTS

Cloud is the future, let’s face it. Virtual environments related to software licens-
ing are a challenge, let’s face that too. Hardware ownership provisions, licensing 
models, software license transition to the cloud, and many more, all create 
friction between your company and compliance in a virtual environment. Due to 
complex nature of software license agreements and the inability to sometimes 
navigate contracts, companies fall into traps set by software companies leading 
to license overuse, unexpected fees and timely audits. 

CHALLENGES RELATED TO A VIRTUAL ENVIRONMENT

User account sharing is a very common occurrence during first implementation and 
through the beginning stages of new software adjustment. However, after this period, if 
account sharing continues, it can lead to non-compliance.  This can cost the company 
unexpected fees, time loss and more. 

SHARING OF USER ACCOUNTS & MULTIPLE LOGINS 

The ability to access a single, comprehensive view of all network entitlements—hardware, 
software and service/support—for an entire entity, is a major challenge in license software 
management. Often companies do not have the time, resources or technology to build this 
cohesive view. It is more important than ever, with vendor audits and unexpected fees 
leering, to manage software license entitlements and track who has the rights to use them.  

NO COMPREHENSIVE ASSET VIEW



NON-COMPLIANCE CONSEQUENCES

UNEXPECTED FEES

TIMELY AUDITS

REPUTATION & SECURITY RISK

When companies overuse the allotted amount of software licenses agreed to in their contract, software providers 
come in at the end of the year, or period, and charge for the overused licenses. Often companies struggle with tracking 
license usage and are unaware of exceeding license limits. This leads to unexpected additional cost. Software license 
non-compliance penalty fees are known to surpass $1 million, $10 million or more. On the other end of the spectrum, 
companies also under use software licenses. A study by 1E analyzed 1.8 million corporate desktops and found that 
organizations, with over 500 employees, collectively lost $7 billion in unused software. Of the software purchased, 28% 
of the software was never, or rarely used.  

“Comparing vendor licensing and support policies is not much different than comparing 

chili recipes. On the surface, it’s chili. But the taste and smell can be far different. Many 

enterprises invest in software to track licensing compliance and vendor support policies 

because variations in the policies often differ substantially among vendors.” 
- Chris Wolf



Software license audits have become a large, timely and expensive endeavor in the 
industry, often lasting from three to six months. Gartner estimates that 70% of enterprises 
get audited at least once a year. A BDNA report shared that 17% of companies that face 
vendor audits have been audited three or more times in the same period. A report from 
KPMG shared that 52% of software vendors felt the loss in revenue from unlicensed 
software, a 10% loss of their annual revenue; software vendors have turned audits into a 
revenue stream. Organizations have to be their own �rst-line of defense. 

With the future of the cloud technology continuing to 
grow, security concerns and proactive planning 
continue to grow as well. 

PROACTIVE SOFTWARE LICENSE STRATEGY

Understand your contract terms & conditions 

Understand the penalties of non-compliance

Know the medium of how your licenses are counted 

Keep concurrent, accurate records and hold 
the data for three years at a minimum 

Invest in a software asset management solution (SAM); 
in today’s world, this is not a luxury, it is a necessity 

Be proactive in creating reports; perform your own 
audit to be prepared for vendor audits

Don’t forgot to ask for help. Your company may need a 
legal expert to navigate the contract, and that is okay
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Software vendors drive disruptive audits that 
can leave a wake of clean up in an organization’s 
reputational path. For example, if an organiza-
tion is found non-compliant, legal actions may 
take place. This could strain the relationship with 
other software vendors, result in additional 
audits and loss of clients and revenue. 

A report from Ponemon Institute shares the average cost of a singular cyber-attack is $5 million, with a quarter of the 
total contributing to system downtime and another $1.5 million lost due to lack of IT and end user productivity. 
Organizations that aren’t managing their software asset management (SAM) risk cyber-attacks, exposure of customer 
information, damage to organizational reputation and more. 



As enterprises’ dependency on software grows, as will the need for proactive software man-
agement strategies and technology. Challenges of license overuse or underuse, complex 
agreements, user account sharing, and lack of complete, comprehensive license reports can 
all be overcome with the right technology, people and process. The 2018 BSA Global Soft-
ware Survey shows that companies can increase pro�ts as much as 11% by taking steps to 
enhance their software management process. The rami�cations of failing to be compliant 
vary from large penalty fees, to timely audits, reputational risk, potential security breaches 
and more. To be proactive with your compliance strategy, understand your license terms and 
conditions, measure your concurrent license usage across the board and invest in the right 
license and asset management solution for your company.  

CONCLUSION



About ethosIQ

Headquartered in Houston, Texas, ethosIQ’s cloud and premised-based software has deliv-
ered business intelligence to multinational corporations and government agencies since 
2009. ethosIQ’s award-winning software collects, correlates and presents data from multi-
ple disparate systems, empowering organizations to make informed, real-time decisions. 
ethosIQ software solutions provide analysis and actionable insights that enable enterprise 
and government organizations to deliver better customer experience while ensuring 
operational e�ciencies and maximizing technology investments. We provide the data that 
enables decisions in minutes, not days or weeks.  
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This publication contains information in summary form and is 
intended for general guidance only. It is not intended to be a 
substitute for detailed research or the exercise of professional 
judgment. ethosIQ cannot accept any responsibility for loss 
occasioned to any person acting or refraining from action as a 
result of any material in this publication. 
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